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1. INTRODUCTION
This introduction covers MDV’s anti-fraud, corruption and money laundering (FCM) policy, who
is affected by it, and who is responsible for it.
1.1. MDV’s anti-fraud policy
MDV’s anti-fraud policy outlines the organisation’s attitude and position on FCM and sets
out the responsibilities for the prevention and detection of FCM. It makes clear to the board,
staff and third parties. FCM will not be tolerated. MDV’s zero tolerance policy of FCM
requires the company to:
a. Take appropriate measures to prevent and deter FCM
b. Introduce and maintain necessary procedures to detect incidents of FCM
c. Encourage any employees to report any suspicions of FCM
d. Investigate all suspected instances of FCM
e. Take appropriate action, including disciplinary, civil or criminal proceedings
f.

Report all suspected cases of FCM to the legal and regulatory authorities.

1.2. Who is affected by MDV’s anti-fraud policy?
MDV expects all officials, staff and counterparties to observe the highest standards of ethics
and integrity to provide MDV with any help, information and support to combat FCM. This
includes all members of the board, employees, consultants, contractors, counterparties and
clients.
1.3. Who is responsible for MDV’s anti-fraud policy?
The board of MDV, through the Audit Committee’s oversight of MDV’s anti-fraud policy, is
responsible for:
a. Ensuring any changes in existing systems or processes do not increase MDV’s exposure
to FCM through reviews of such changes before they are introduced
b. Ensuring there is a proper reporting and escalation process to management and
ultimately to the board of any FCM-related issues
c. Enforcing the anti-fraud policy
d. Overseeing a robust set of internal controls by internal audit designed to detect and
prevent incidents of FCM
e. Overseeing the anti-fraud response plan submitted by management
f.

Reviewing the anti-fraud policy regularly, preferably annually. This work is done by
Internal Audit supported by Risk Management.
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2. DEFINING FRAUD, CORRUPTION AND MONEY LAUNDERING (FCM)
This section covers:
•
•

Definition of fraud
Fraudulent practices

•

Corruption

•
•

Interested parties
Money laundering

2.1. Definition of fraud
“Fraud is a type of criminal activity, defined as: 'Abuse of position, or false representation, or
prejudicing someone's rights for personal gain.”
Unfortunately there is no one single internationally accepted legal definition of fraud as a
criminal offence. However, it usually involves misappropriation, theft or defalcation:
•
•
•

Any dishonest or fraudulent act
The removal of cash and/or assets to which the fraudster is not entitled
Improper and unlawful enrichment, improper use of assets and other items, improper
accounting

•

Falsification or alteration of accounting records or other documents ·
irregularities.

Other

fiscal

2.2. Fraudulent practices:
Fraudulent practices are any acts or omission, including misrepresentation to knowingly or
recklessly mislead, or try to mislead, a party to obtain financial gain or other benefit to avoid
an obligation.
2.3. Corruption
Corruption is best defined as the abuse of office or position for personal gain or the misuse
of position to help others in improperly enriching themselves or getting power.
2.4. Interested parties
Interested parties are individuals who are or have been entrusted domestically with
prominent public functions. For example, Head of State or Government, senior politicians,
senior government, judiciary or military officials, senior executives of state owned
corporations and important political party officials.
Interested parties include immediate family members, close associates and companies
related to such individuals in their capacity as directors, members of management or
beneficial owners.
Any business relationship of MDV involving interests of a Interested parties who otherwise
has a direct relationship with MDV, and which interests are not prohibited by the MDV’s
Code of Conduct, requires disclosure. In addition, management’s specific approval for
establishing business relationships with such customers must be obtained at the appropriate
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committee level (Board Financing & Investment Committee, Risk Management Committee or
equivalent).
2.5. Money laundering
Money laundering presents a risk to MDV through its potential involvement either in
financing projects used to launder money earned from criminal activities or by engaging with
banks that either actively launder money or do not take sufficient care to ensure their
customers are not laundering money. MDV needs to be on the lookout not just for the
money it provides being used by a money launderer, but also for when a money launderer
applies for funding of a legitimate project and uses the paying back of money to MDV as a
way of laundering dirty money.

3. FRAUD, CORRUPTION AND MONEY LAUNDERING (FCM) “RED FLAGS”
MDV expects all officers, employees, consultants, contractors, counter-parties and customers to be
diligently on their guard for FCM, misappropriations and other irregularities and to take every
reasonable measure for their prevention, deterrence and detection. All staff, irrespective of grade,
position or length of service will be trained regularly on an on-going basis to work towards
preventing, deterring and detecting FCM. FCM prevention, deterrence and detection form an
integral part of continuous MDV career training and staff development.

4. PREVENTING FRAUD (FCM)
Preventing, prosecuting and controlling FCM cannot be regarded as activities in isolation. They must
form an integral pillar of MDV’s approach to ethics, values and risk management.
4.1. MDV’s approach to preventing FCM
MDV has zero tolerance of FCM. Preventing FCM from happening in the first place is clearly
better than having to take corrective action once it has occurred. Prevention requires MDV
to have clear policies and procedures and an ethical culture where all employees understand
the importance of the Code of Business Conduct (see Appendix 1: Code of Conduct) and
adhere to it. It is also essential employees can use the whistle-blower procedure (see
Appendix 2: Whistle-Blowing Procedures) without fear of victimisation or revenge.
4.2. New technological threats
Special attention should be paid to money laundering threats inherent in new or developing
technologies that favour anonymity, and measures should be taken, if needed, to prevent
their use in money laundering schemes.
4.3. Unusual transactions
All units should pay special attention to all complex, unusual, large transactions, and all
unusual patterns of transactions, which have no apparent economic or visible lawful
purpose. The background and purpose of such transactions should, as far as possible, be
examined, the findings established in writing, and be available to help the Board and any
third party with whom MDV may decide to share the information.
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4.4. Corporate vehicles
MDV staff should remember the potential for abuse of shell corporations by money
launderers. They should consider what additional measures are required to prevent unlawful
use of such entities. Staff must make reasonable efforts to understand the structure of the
companies, determine their source of funds, and identify the beneficial owners and those
who have control over those funds.
4.5. Business introductions
Whenever a client is introduced to MDV, no matter who provides the introduction, proper
KYC and due diligence must be undertaken so that all “Red Flags” can be ruled out regarding
potential FCM. Relying on due diligence conducted by an introducer, however reputable,
does not in any way remove the obligation of MDV to know its customers and their business.
In particular, MDV should not rely on introducers who are subject to weaker standards than
those governing its own KYC procedures or who are unwilling to share copies of their due
diligence documentation.
If MDV wishes to use introducers it should carefully assess whether the introducers are "fit
and proper" and are exercising the necessary due diligence in accordance with MDV’s
standards.
4.6. Correspondent banking
If it is suspected that there is serious evidence of FCM committed by a correspondent bank,
supplier, consultant or customer, then the issue will be reported by MDV’s management to
the Audit Committee, which in turn will report to the Board before deciding about reporting
it to the competent authorities.
If financial institutions, or other businesses or entities doing business with MDV, suspect or
have reasonable grounds to suspect that funds with which they are somehow involved are
linked to money laundering activities, or are linked to, related to, or are to be used for
terrorism, terrorist acts or by terrorist organisations, they must report promptly their
suspicions to their competent authorities and notify MDV accordingly.
4.7. Preventing fraud
MDV has zero tolerance of FCM. Preventing FCM from happening in the first place is clearly
better than having to take corrective action once it has occurred. Prevention requires MDV
to have clear policies and procedures and an ethical culture where all employees
understand the importance of the Code of Conduct and adhere to it. It is also essential
employees can use the Whistle-blower procedures without fear of victimisation or
revenge.
For MDV’s approach to be effective, senior management supported by Internal Audit and
Risk Management must:
1.

Identify areas of MDV’s operations most vulnerable to FCM: This requires a regular
review of MDV’s operations to establish where in the value chain there are:
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a.
b.

2.

Train staff to recognise FCM “Red Flags”: It is unreasonable to expect all employees
to appreciate what constitutes FCM unless they have been:
a.
b.

3.

Be subjected to regular “stress tests” to establish the robustness of policies
and procedures whenever MDV’s operating procedures are amended to take
into account changes in MDV’s business environment. These “stress tests”
should take the form of brainstorming sessions or “labs” where existing
policies and procedures are subjected to a rigorous process of:
i.
Devil’s advocacy
ii. Alternative scenario thinking.

Take corrective action to close identified gaps. Based on findings resulting from 1
and 3 above, Internal Audit, supported by Risk Management should report to the
Audit Committee:
a.
b.
c.
d.

5.

Trained to recognise at least the most common FCM “Red Flags” both
internally and externally
Trained in MDV’s Code on Business Conduct, particularly in how to deal with
“grey area” issues of bribery and corruption. Such training should be
refreshed annually and all employees must attest annually in writing that
they have been trained and understand what they are expected to do by the
Code of Conduct and Whistle Blower Procedures.

Ensure proper controls are in place. Internal Audit must review at least annually that
appropriate controls are in place to prevent incidents of FCM. These controls should:
a.

4.

Process elements that are subject to ad hoc interpretation
Systemic/organisational issues allowing the individual’s “Triangle of Fraud”
to exist unnoticed by colleagues or supervisors

Which policies and procedures need changing as a result of changed
circumstances
Which existing policies and procedures need to be strengthened as a result
identified gaps
Recommend what policies and procedures need to be introduced or changed
and the resources needed to monitor and control compliance
Check revised policies and procedures work as expected and amend if they
do not.

Ensure resulting strategies are properly resourced. It is critically important adequate
resources, both financial and human, are made available to test, monitor and control
the policies and procedures that have been agreed and established to prevent FCM.
Compliance is expensive, but non-compliance is even more expensive. The costs of
compliance should not be regarded as “costs of doing business” and therefore
something to be minimised, but as an investment in protecting and enhancing the
long-term reputation of MDV. Equally, capable, competent and committed
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personnel should be allocated to ensuring compliance with the Code of Business
Conduct.
6.

Ensure all relevant manuals are regularly reviewed and updated. Whenever there is
a change of policy or procedure regarding FCM, the relevant manuals must be
updated and personnel trained in their revised use.

Every person working for or involved with MDV is responsible for ensuring the prevention
of FCM. However, there are specific areas of responsibility for the following:
Board: The Board is responsible for the effectiveness of MDV’s anti-fraud policy by:
a.
b.

c.

1.

Insisting on an ethical culture and the right “Tone at the Top”; making it clear
to all that it is unacceptable to “do whatever it takes” to meet agreed KPIs
Providing effective oversight of the implementation of MDV’s Code of
Business Conduct and Whistle-Blowing Procedure so that effective escalation
of issues concerning suspected FCM reach the Audit Committee for review,
investigation and corrective action
Ensuring Internal Audit has the resources, appropriate authority and
reporting relationship with the Audit Committee so it can fulfil its
responsibilities “without fear or favour”.

Role of Audit Committee
The Audit Committee has six roles:
a.

Ensuring compliance with Code of Business Conduct: It is the role of the Audit
Committee, on behalf of the board of MDV, to ensure all staff follow MDV’s
Code of Conduct. The Audit Committee oversees the work of Internal Audit
who answer to the Audit Committee for ensuring the anti-fraud policies and
procedures are effective and up-to-date. Internal Audit’s responsibility is to
report to the Audit Committee on:
i.
What happened
ii.
What went wrong and why
iii.
What needs to change.

b.

Training in identifying “Red Flags”: It is the role of the Audit Committee to
agree with Human Resources the appropriate training programmes to
ensure staff can identify the external and internal FCM “Red Flags” that have
been identified as being needed by Internal Audit.

c.

Working with external auditors: It is the role of the Audit Committee to
appoint independent external auditors and they may from time to time ask
the external auditors to check on the work of Internal Audit to see if “Red
Flags” have been missed and their materiality.
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d.

Working with internal auditors: It is the responsibility of the Audit
Committee to ensure the agreed scope of work done by Internal Audit
includes testing, monitoring and controlling the systems, policies and
procedures regarding FCM prevention to ensure:
i.
ii.
iii.
iv.

Effective compliance
Corrective actions are taken to close any gaps that have been
identified in existing practice and prevent further losses
Any potential future gaps identified by stress testing the systems in
place by Internal Audit working with Risk Management are rectified
Conduct post-mortem and lessons learnt sessions to prevent future
loss recurrence.

It is also the Audit Committee’s responsibility to ensure Internal Audit is
properly resourced in terms of time allowed; skills needed; and budget to do
the work effectively.
e.

Working with risk management: It is the role of the Audit Committee to
ensure Risk Management supports Internal Audit to examine possible
scenarios and their implication on existing policies and procedures by
stresstesting what is in place and then review suggested recommendations
to improve the anti-fraud policy.

f.

Working with the investigation team: The Audit Committee is responsible for
overseeing the work of the investigation team who are directly accountable
to the Audit Committee as follows:
i.

ii.

The investigating team will consist of Internal Audit and Legal,
supported by Risk Management. If the case is extremely complex,
the Audit Committee may wish to hire the services of a forensic
accountant. This applies to all cases being investigated of staff
below the board
However, should the CEO or other members of the board be under
suspicion, the Audit Committee must seek outside expert help to
staff the investigating team. In these circumstances, the
investigation team should consist of forensic experts hired from
outside and/or members of MDV’s external auditors who may call
upon Internal Audit to help, given its knowledge of MDV policies,
practices and SOPs

2.

Senior management: MDV’s senior management have primary responsibility for the
proper implementation of this anti-fraud policy in the areas for which they are
responsible. They must ensure through regular control and risk self-assessments that
suitable controls to prevent FCM are in place, and their effectiveness must be
monitored by regularly reviewing and assessing key risk indicators and qualitative
factors.

3.

Staff: Any suspicions of FCM should be reported, if raised internally, or directed, if
communicated to MDV from external sources to MDV to Internal Audit. Internal
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Audit in consultation with Legal department, will establish the course of action for
each reported suspicion – i.e. whether to report the case to the MACC or to the
Commercial Crimes Bureau. If necessary, Internal Audit will establish, maintain and
follow an FCM response plan. The reported suspicion, however innocent, will be
reviewed, analysed and potentially investigated.
Reporting persons are encouraged to submit written allegations providing their
names and information in as much detail as possible, including, as a minimum, what,
when, where, how it happened, who committed the alleged FCM, how is the
allegation related to MDV’s business and any corroborating evidence.
Since early reporting of suspicions facilitates more effective investigation and
remediation, suspicions should be reported by the staff members or external parties
as soon as possible after becoming aware of the suspected occurrence of FCM. This
should be done in accordance with MDV’s Whistle-Blowing Procedure.
Anyone who comes forward in good faith with reasonable suspicions or evidence of
occurrences of illegal, unethical or questionable practices constituting internal or
external fraud, internal or external corruption, and money laundering or who
cooperates or provides information during an ensuing review or investigation, shall
be protected from unauthorized disclosure by MDV of their involvement, unless
such disclosure is required to proceed with an inquiry, or is necessary for
proceedings under MDV’s disciplinary measures and procedures or grievance
procedures. MDV will exert every reasonable effort to protect such persons or
entities from retaliation from persons connected with MDV.
4.

Human Resources: Human Resources have the following roles to play in ensuring
MDV’s anti-fraud policy works well:
a.
b.
c.

d.

e.
f.
g.

Recruit people of integrity and whose financial circumstances do not create
the need to indulge in FCM
Ensure reward and recognition policies are fair and seen to be fair so people
do not feel that MDV “owes” them and use FCM as a form of payback time
Keep sufficiently closely involved with all staff so that should any fall on hard
times, they do not feel they are on their own and that stealing becomes a
natural solution to their problems
If employees happen to get into difficulties to keep a supportive watching
brief so that potential “Red Flags” can be spotted early and mitigating action
can be taken to reduce the likelihood that FCM happens
Keep records and files on every case of FCM and look for lessons to be
learned
Deal swiftly and effectively with any perpetrators of FCM
Ensure all staff are properly and regularly trained in:
i.
MDV’s Code of Code
ii.
Identifying FCM “Red Flags” and detailed Fraud “Red Flags”
iii.
Applying
MDV’s
Whistle-Blowing
Procedures,
including
understanding the consequences of malicious misuse of the
procedures or false witness
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h.

Ensuring that, where appropriate, they are involved in making sure
the
Whistle-Blowing Procedure has been followed
i.
Ensuring staff are properly trained in KYC. KYC training differs for
new staff, front-line staff, operations staff or staff dealing with new
customers:
i.
New staff will be educated in the importance of KYC policies
and the basic requirements at MDV
ii.
Front-line staff members who deal directly with the public
will be trained to verify the identity of new clients, to
exercise due diligence in handling accounts of existing
clients on an ongoing basis and to detect patterns of
suspicious activity
iii.
Regular refresher training will be provided to ensure that
staff are reminded of their responsibilities and are kept
informed of new developments.

Importance of “Know Your Customer”
Sound Know-Your-Customer (KYC) procedures have particular relevance to the safety and soundness
of MDV, because they:
•
•

Help protect MDV’s reputation by reducing the likelihood of MDV becoming a vehicle for or
a victim of financial crime and suffering consequential reputation and/or other damage
Constitute an essential part of risk management in general and of sound reputation risk
management in particular.

1.

KYC procedures: KYC procedures must include routines for proper management oversight,
systems and controls, segregation of duties, training and other related policies. The results of
Customer Due Diligence (CDD), including an assessment of and expression of an opinion on the
customers’ anti-fraud, corruption, money laundering, and integrity status, must be reflected in
MDV’s approval documents.

2.

Customer and beneficial owner identification and verification and record keeping: Regarding
customer and beneficial owner identification, verification and record-keeping rules, MDV has
adopted the relevant recommendations of the FATF, the measures which the FATF have agreed
to implement and which all countries have been encouraged to adopti.

3.

Documents retention: All departments must maintain, for at least seven years, all necessary
records on transactions to enable MDV to comply swiftly with information requests from
competent authorities. Such records must be sufficient to permit reconstruction of individual
transactions (including the amounts and types of currency involved, if any) so as to provide, if
necessary, evidence for prosecution of criminal behaviour.
Records on customer identification and business correspondence should be kept for at least
seven years after the relationship is terminated.
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5. RESPONDING TO FCM
FCM will not be tolerated and where it is identified, MDV will deal with the proven wrongdoings
in the strongest possible manner, including:
•
Disciplinary action;
•
Reporting to the Police or the Malaysian Anti-Corruption Commission; ·
Seek maximum financial recovery of any losses through civil legal action.
MDV is guided by 10 steps to facilitate investigation of FCM:
1.
2.
3.
4.
5.
6.
7.
8.
10.

Begin the case/Record the allegation or red flag
Test the allegations
Conduct due diligence background checks
Complete the internal phase of investigation and secure the evidence
Check for predication
Begin external investigation
Prove illicit payments
Obtain cooperation of an internal witness 9.
Interview the primary suspect
Prepare the final report.
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